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Session 1 - Which discriminatory content are web users confronted with?
What makes this content problematic?

A flavor for anybody that loves to hate.
By Ronald Eissens

| have been asked to give examples of what is euphemistically called
‘problematic’ content on the Internet. We have done this many times during the
last 10 years, often in the form of a PowerPoint presentation, garnished with
some nice muzak by DJ Adolf or Racial Holy War, a presentation dubbed by
some OSCE diplomats as ‘the horror show’.

Since most of us here are very much aware of what'’s to find on the Net | wont
give you the horror show. Also since Thomas Pfeiffer already has done his
‘Nationalist disco show accompanied by flag waving’ in his speech.

Instead | will go totally non-techno and try not to bore you with the oldest form of
transferring knowledge; | will tell you a story. Raising hands, questions and
possibly debate at the end can provide the necessary interactivity for all the
cyber junkies.

Before | do that, | will give the subject its due: the Internet is a tool used for good
and bad. On the bad side you can find lots of racism, antisemitism, Holocaust
denial, hate against Muslims, gays, lesbians, African-descendants, anybody non-
white, et cetera et cetera. There’s a flavor for anybody that loves to hate. You
can find it in the shape of text, video, photos, cartoons, and sound, really through
all the different media incorporated by the Net. Yes, it is a whole lot, thousands of
sites, hundred thousands of images, millions of typed expressions. Yes, it is bad.
It claws at the fabric of society, trying to take over. It causes violence, murder,
abuse, wars, and terror. It distorts thinking. It pits us against each other. It wants
to balkanize us. It is not a banal or harmless evil. Ultimately it wants to do away
with democracy and murder those it does not like.



Here we must keep in mind that we cannot force democratic values upon people.
That would be counter to the principles of democracy. At the same time,
democracy is not an automaton; it does not procreate by itself, we need to teach
it to people, nurture it, do maintenance all the time. And yet, it stays extremely
fragile. Standing on this historic place on this date | don’t have to explain in detail
that allowing undemocratic political parties to take part in a democratic process
can be the very end of democracy. So we need to act now, to stop the murderers
of tomorrow.

The answer to the question in the title of this session, ‘which discriminatory
content are web users confronted with? What makes this content problematic?’is
another question: ‘what kind of bullets can you expect in a shoot-out? What
makes these bullets problematic?’

| see that you all got that — so that was the speech, | can go home now. ©

Seriously - back to the story. | vividly remember (yes, | know, grandpa tells a
story) the first web site | ever visited. It was the site of The Louvre, one of the first
museums that built a web site or, as we all called it during those days, a ‘home
page’. It had tiny images, the so-called ‘gifs’ on a gray background. Magical. We
did not imagine then that this beautiful new tool would also be used for evil. It
was 1995 and we’d been on the Internet for a short time. | think from early 1994
on, in a text-only environment provided by the Dutch Digital city DDS, which
looked very much like the Bulletin Board Systems of old, providing amongst other
things a number of thematic newsgroups or discussion groups, on which the
users of this first Dutch ‘Internet Community’ could post news, opinions or just
engage in gossip and discussions. Even on this text-only virtual peninsula of the
Internet, where progressive cybernauts promoted ‘changing the world through
communication’ all was not well. Within a few months after the ‘birth’ of the Digital
City old human failures surfaced. Hate was spread by some of its users, with as
its low point the posting of the text of the infamous nazi anthem the Horst Wessel
song. With that, and with the subsequent actions my organization Magenta
Foundation took against this, much of the stage was set for things to come on the
Internet. | don’t think it was the first time that racist or nazi material was posted
on the Net, but it certainly was the first time action was taken to get the material
removed or to prosecute an author of online hate speech. By no means Magenta
Foundation was the first one working on that issue. The good people of
Nizkor.org beat everyone to it. But Nizkor, based in the then dominant part of the
net, North America, believed foremost in taking action by countering
disinformation about the holocaust and by unmasking neo-nazi groups. ‘Good
speech’ as an antidote to ‘bad speech’. As | said, at that time the Net was
predominantly American-based, with which came freedom of speech American-
style. For years after, the public debate on the issue of cyber hate would be
dominated by those who wanted the Net to be a total free haven were anything
should go and those who rightly claimed that Auschwitz wasn't built with bricks
but with words.



The popularity of the Internet with extremists shouldn’t really be a surprise.
Internet is the biggest information and communication device in the world. Neo-
Nazis saw the potential of the Net in its very early stages, using Bulletin Board
Systems (BBS) in the pre-world wide web age' and moving onto the web full
force from the start. By now, the amount of extremist websites runs in the tens of
thousands. Hate on the Net has become a virtual nursery for In Real Life crime,
where ‘In Real Life’ becomes a moot point, since the Internet is an integral part of
society, not a separate entity, as some protagonists of ‘cyberspace’ like to claim.
The Internet is just the latest —and possibly the greatest- in communication and
dissemination tools which can, as any other tool, be used or abused. Incitement
through electronic means is no different from incitement by traditional means, be
it a paper pamphlet with the text ‘kill all Gays and Lesbians’ being handed out in
the streets or a website saying it. The end result is the same, violence and
murder.

Small sparks can cause huge fires, which was proved time and time again, e.g.
by the hate speech and incitement that was dished-out by media (including the
Internet) during the Balkan-wars, conditioning the public to support any new
conflict?, and by radio stations during the Burundi genocide. I'm afraid that we will
find out soon that the same hate mongering plays a part in the ongoing genocide
in Darfur. To quote Simon Wiesenthal, “Technology without hatred can be a
blessing. Technology with hatred is always a disaster.” | would like to add to that:
“Technology without proper law and moral guidelines can be equally disastrous”.
Too often | still encounter Internet Service Providers that do not care what is
hosted on their machines, or even worse, know full well what’s going on but just
don’t care. To those | would like to say, have a look at how a famous Information
Technology predecessor, IBM, facilitated and streamlined the execution of the
Holocaust with their Hollerith punch card and punch card sorting machines,
without which the Holocaust would have been almost impossible on the same
scale.

But you don’t have to look at war zones to see the effects of incitement by use of
Internet. Hit lists targeting groups in society, individuals or organizations,
conspiracy theories, defamation, holocaust denial, it's a long list and the effects
can be terrible. Attacks on Jews in Russia and France, firebombing of
synagogues, attacks on homosexuals and anti-fascists in Sweden, attacks
against Muslims, Mosques and anti-fascists in the United Kingdom, jihad-
recruitment in the Netherlands, death-threats by e-mail against Asians, racially
motivated murders and shooting sprees in the United States... all incited through
websites and web forums.
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Neo-nazis are using the Internet to spread hate, to recruit, to incite to racial
violence and to deny the Holocaust, partly in order to make national socialism a
‘respectable’ option again. They use it also as a means for research into their
‘opponents’ and for command and control of marches and actions, for online
Denial of Service attacks against websites, for racist spam-actions, concerted
efforts to publish defamation or misinformation on public discussion forums and
last but not least for manipulation of online polls.

A growing number of young people from very different backgrounds are attracted
to extremist views, and the Internet caters for most of their needs. Presently
antisemitism, Holocaust denial and hate against Muslims make up a large part of
all the online hate. There are thousands of hate-sites and new ones are brought
online every day, promoting violence, denying historical facts, poisoning and
recruiting. On top of that, a vast amount of hate is being disseminated through
discussion forums, Peer-to-peer networks (like Kazaa), mailing lists and chat
boxes. Today’s hatred has a larger breeding ground, perpetrator group and
audience than ever before. It is no longer only to be linked to neo-nazis or right
wing extremists. Ultra left-wing groups and and extremist Muslim groups also
engage in spreading antisemitism, Holocaust denial and hate.

That conclusion often meets with irritation, resistance and political correct
pussyfooting. Some do not like to hear that others then the extreme-right are
capable of racism; it distorts their cosy worldview. E.g. Jihad recruitment is
almost always accompanied by antisemitic and anti-western rhetoric. Before you
could only find a limited amount of left-wing antisemitism, but after the disastrous
2001 World Conference Against Racism (WCAR) in Durban, South Africa, which
turned into an antisemitic hate-fest, the masks came of. Blatant antisemitism on
left-wing sites is now quite acceptable, of course prudently called ‘anti-Zionism’.
Some left-wing sites even link to antisemitic content on neo-nazi sites. Not to
mention all the extreme-left and extreme-right conspiracy theories about the role
of Jews in the 9/11 massacre.

But there’s more. There now exists a vast group of unaffiliated citizens who post
discriminatory or racist material on web forums and web logs, often airing
populist views on migration, minorities, Islam, Jews and others. An excellent
breeding ground for extreme parties or groups and for new, so-called respectable
populist parties that are popping-up all over Europe lately.

We see a strong tendency to publish or show anything on the Internet, no matter
if it is defaming, inciting or racist. The dominant mores seems to be hedonistic
rather then freedom-loving — anything goes, as was proved two years ago when
the gruesome video ‘Housewitz’, in which the Holocaust is trivialized and
ridiculed as a dance-party, was published on a Dutch web forum. The Internet
being what it is, the popular Dutch web log ‘GeenstijlI’immediately copied the
video clip, after which it spread all over the world. Although the Dutch Complaints
Bureau for Discrimination on the Internet (MDI) and other members of INACH got



rid of a number of the copies, and the creator of the video, a 22-year old student
economy, was convicted for racism and defamation, the damage was done. The
Housewitz video still does the rounds on the Net.

Internet is the biggest soapbox in the world. Anyone can use it to publish
anything. Which results in the phenomenon that people who would not dare to
give their views in real life find their outlet in publishing them on the Internet,
thinking they are totally anonymous. Internet also is the big recycler. Once
something is online, it is almost impossible to get rid of it for good. The boost the
Internet gave to the really quite shady publication ‘the protocols of the Elders of
Zion, is enormous. Created in 1911 by the Czarist secret police to stir up Jew
hatred, these days, thanks to the Internet ‘The Protocols’, a so-called ‘Zionist
plan for world conquest through Jewish world government’ is readily accessible
and has become a bible for antisemites. Twenty years ago, virtually nobody had
ever heard of “The protocols’, and at that time it had almost disappeared into
obscurity. Now it is back with a vengeance. There’s even an Egyptian TV-series
made based on the Protocols, which is a big hit in Arab countries. Hate on the
Internet is like a crime that's being committed over and over again.

Not that everybody agrees that Cyber hate is harmful — some are of the opinion
that everything should be freely published, all the more glory to the ‘marketplace
of ideas’. For me, living on a continent that survived the Holocaust, this is really
out of the question. As the European antiracist maxim goes, ‘Racism is not an
opinion, it's a crime’.

After the 2004 murder of Dutch publicist and filmmaker Theo van Gogh, it was
noted belatedly that online incitement and threats against him read as a chronicle
of an announced murder. On top of that, the murder led to incitement on the
Internet to firebomb Mosques and kill Muslims, which resulted in a violent wave
of arson attacks and attacks on Muslims in the Netherlands. So much for
harmless free speech! | do recognize and support Free speech as an important
value in any democratic society. However, | strongly oppose Free speech
extremism, the idea that even incitement to violence and murder can be
considered free speech. Luckily, I'm not alone in that.

Freedom of speech advocates like to quote the constitution of the United States
all the time, but forget to mention that the same constitution, and for that matter
U.S case law, does recognize situations in which hate speech can be harmful
and should be illegal.

Which has to do with the survival of democracy. As our Canadian colleague
David Matas wrote in his book ‘Bloody words, hate and free speech:

“The simple fact is that whereas freedom of speech is a condition for a
successful democracy, tolerance is essential for the survival of a democracy. As
freedom of speech goes hand in hand with the responsibility to have respect for
the rights and/or reputations of others, we need to be extremely careful when
setting boundaries to freedom of speech, but we also need to be very careful in
giving hate mongers, extremists and terrorists a free reign. History has proven
that censorship lurks around the corner but has also proven that free speech



without ethics and responsibility can have deadly and devastating consequences.
If we allow hate speech to run rampant, democracy will in the end be destroyed
and tyranny would be the result, bringing with it the abolition of free speech"?.

Hate is not something we will ever get rid of, so a long hard battle, maybe
resulting in a somewhat better world is what we’re in for. Sixty years after the
Holocaust we have a thriving Holocaust deniers industry (sic!) and the same
mistakes are being made again and again. Education is the magic word, but for
that to be successful we need to convince lawmakers that education is failing.
Most students these days use the unfiltered information from the Internet, not
knowing if information is correct or not, clueless about which sources are legit
and which are propaganda, and, as a recent documentary on Dutch TV showed,
confused by an overload of information that is hard to assess, no longer able to
see the difference between news, infotainment and newly created versions of
reality on web logs. Even no longer caring about this, ‘since it does not make a
difference anyway’. Students develop a cut & paste way of working, endlessly
copying information that is often biased, slanted or simply incorrect.

A search in ‘Google’ on ‘gas chambers’ will lead you to, amongst others, the
Holocaust denying ‘Institute for Historical Review’ and the Leuchter report. Sites
that, at a glance, look quite legitimate and serious. Do a search on the keywords
‘Migration and Islam’ and you will find sites about ‘Eurabia, the ‘Europe-Arab
Axis’, which set out to prove that European Muslims are just a fifth column in a
great Arab-Muslim conspiracy to take over Europe and the world. How sadly
reminiscent of the Protocols and other antisemitic conspiracy myths.

To give another example, two weeks ago in New York | was asked to evaluate a
thesis written by an undergraduate student. The paper was about the
Madagascar plan and the final solution. The student had mainly used the Internet
as his source. Not surprising that on the first page there was already a whopper
of a mistake. | quote: ‘There is sufficient evidence that points to Hitler
himself being born a Jew because his mother was Jewish, which
according to Jewish principle, makes him Jewish’

Never mind that the student really meant Hitler’s paternal grandmother
Maria Schicklgruber, never mind that there is not a shred of evidence for any
such theory and that there is not a serious historian in the world who believes it —
Never mind that such theories only enhance already existing revisionism like ‘the
Jews did it to themselves'. If you use the Internet as your main academic tool, if
you are too lazy to read books and check sources and then go cutting & pasting
from the Net, the results will be disastrous.

Guidance is called for, either by parents or by teachers. But most teachers are
overworked, underpaid, not very internet-savvy, and just interested in getting
through the day. As for the parents, most of them also lack knowledge, time and
tools to make a difference. 60 years after the Holocaust, and a recent poll in the
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Netherlands shows that 83 % of the Dutch think that the Holocaust was the
cause of World War I!

Teachers and parents need help and advise on the way they best can filter and
assess information in order to protect and guide children and students. At the
same time those educators need a reference guide themselves. In short, we
have our work cut out for us.

You will understand that I'm very pleased that this conference has education as
its main topic, and I'll end by reading something quite suitable that is literally
engraved on one of the walls of our office. It's a quote by Elie Wiesel and it goes
like this:

“There is divine beauty in learning, just as there is human beauty in tolerance. To
learn means to accept the postulate that life did not begin at my birth. Others
have been here before me, and | walk in their footsteps. The books | have read
were composed by generations of fathers and sons, mothers and daughters,
teachers and disciples. | am the sum total of their experiences, their quests. And
SO are you."

Thank you for your attention.



