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Results of the work of the Entimon project from jugentzschutz.net in 2006

Supported by:

Federal Ministry of Family Affairs, Senior Citizens, Women and Youth (BMFSFJ) in the framework of the action programme “Entimon – Together Against Violence and Right wing Extremism”
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Confronting Hate in the Internet in a Multidimensional Way 

Today’s right wing extremist uses the virtual world as a contemporary medium. Parties, fellowships, and bands use the internet to attract the attention of youth with the use of multimedia presentations for their neo-Nazi, racist ideas. In the meantime, extreme right wing content can also be found in so-called Web 2.0 offerings, e.g. at the video platform YouTube.

The successful double strategy of effective measures against the Web activities of right wing extremists, and pedagogical discussion and prevention was continued in 2006. The following report describes the current development of right wing extremism in the Internet and the project activities from jugendschutz.net in the last year.

Observing Right Wing Extremist Web Propaganda over the Long Term 

In order to confront this phenomenon effectively and react quickly and adequately to current tendencies, continual monitoring of the Web scene is important.

Overall Number of Right Wing Extremist Web Offerings Again Increased 

During the project, jugendschutz.net recorded 1,161 new URLs through which 884 right wing extremist offerings were available. In total, during the whole year, 1,563 right wing extremist offerings at 2,355 URLs were observed; at the end of 2006, 1,218 of those could still be called up at 1,569 URLs (end of 2005: 1,033 websites at 1,304 URLs).

The increase in the overall offerings is the result of, among other things, the intense additional research into the sectors of right wing extremist fellowships, mail-order companies, and music. Furthermore, the project team documented an increased upload frequency of scene offerings in particular in the spring and autumn of the year.
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Right Wing Extremists Agitate in an Increasingly Professional Manner in the Internet

Web services are still broadly used by right wing extremists. More than half of the 1,218 offerings were run under their own domain (.de, .net, .com, or .org). In 330 cases, the right wing extremists used free Web-hosting services, 73% of those at German companies. 170 had access to additional addresses at so-called forwarding services (address providers) and thereby made it easier to find their offering.

Multi-media and interactive elements play, as before, an important role and increase the attractiveness of a Web presence. 130 operators integrate music, flash animations, or videos. 84 right wing extremists had included a forum, and 171 their own guestbook. Opportunities to communicate increase the level of networking with other scene offerings significantly; at the same time, access to one offering makes access to the complete spectrum of right wing extremist content possible.

Right Wing Extremist Abuse of Web 2.0 Offerings 

In so-called Web 2.0, the users themselves increasingly become content providers. In the year of the report, the project team documented many right wing extremist activities in social networks. The often anonymous and free registration at such platforms allows the presentation of propaganda material like music, videos, and texts with the flick of the wrist as well as interaction with other users.

Communities like MySpace and video platforms are used by many youth and are particularly relevant to the protection of youth. The project team documented more than 50 objectionable extreme right wing music and propaganda videos at the American service YouTube in the second half of the year. In contrast to MySpace and the German MyVideo, which promptly removed the hate speech after being informed about it, YouTube is not very sensitive to such content and has, up to now, only sporadically removed the videos reported by jugendschutz.net.

Neo-Nazi Fellowships Recruit in the Internet

Neo-Nazi fellowships are among the most active right wing extremist groups in the Internet. In the reporting period, the scene expanded their sphere of influence in the Internet and professionalised the Web offerings in regards to their design and contemporariness. They offer, especially for youth, very low-threshold opportunities to contact the scene.  Racist and neo-Nazi ideas are at the basis of the contents of right wing extremist fellowship websites, but the offerings cannot be prosecuted under criminal or media law in many cases.
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In total, in 2006 there were 187 fellowships with an online offering for advertising actions and for recruiting. The number of these websites has tripled in the last three years. The most active fellowships in the Internet in 2006 were from North-Rhine Westphalia (38), Lower Saxony (18), Baden-Württemberg (15), Rhineland Palatinate (13), Brandenburg (13), Thuringia (13), Bavaria (12), and Hesse (12). Jugendschutz.net researched objectionable content at 16 offerings and commenced countermeasures domestically and abroad. In twelve cases the project team managed to block the website or have the contents removed by the provider. Two cases were forwarded to the Media Supervisory so that court cases could be initiated against the suspects. 

Neo-Nazis Disguise Themselves as Citizens’ Initiatives 

The project team documented in the project period the camouflaging of right wing extremist propaganda via appropriation and use of language, symbols, and forms of action from other areas and scenes many times in the form of so-called citizens' initiatives in the Internet. The respective websites mostly attend to social problems and identify themselves as citizens' movements in the realm of civil society with legitimate, democratic concerns. Usually, these sites are operated from the periphery of neo-Nazi fellowships.

The right wing extremist background of such offerings is not always immediately apparent. It only becomes apparent after closer analysis of the texts being spread around that racial stereotypes (e.g. about "the foreigners") and national socialist concepts (e.g. “ethnic community”) are being propagated. With their criticism of the social situation - which has disguised right wing extremist motivations – the neo-Nazis relate their offerings to the dissatisfaction and fear of the future present in many age and population groups. Such offerings are especially problematic because of their subtle, racist propaganda. In the future, increased attention must be paid to this new dimension of youth protection relevance. 

Youth Protection Relevance of NPD Offerings Continues to Increase

With the increase in number of NPD websites in 2006 and their increasingly youth-oriented design, their relevance from a youth protection perspective also increased. In total, 131 NPD groups in the reporting period (previous year: 120) from the entire republic were documented with an online presence. Most of the websites also in this case came from NRW (30), followed by Bavaria (18), Saxony (14), and Lower Saxony (10). Content that is criminal or dangerous for youth was found on some pages; jugenschutz.net initiated measures against them.

The NPD continues to focus its propaganda on multimedia elements. On the occasion of the parliamentary election in 2006, the party republished its schoolyard CD “Der Schrecken aller Pauker und Spiesser” ("The Terror of All Teachers and Squares”) and has since then made it available for download at their "media server.” In September, the NPD started its own news channel. The “Kritische Nachrichten der Woche” (“Critical News of the Week) was brought to life from the periphery of the NDP Hesse and is spread through the Internet as a video. The makers achieved broad impact by uploading the show at YouTube.

Naked Hate in Right Wing Extremist Forums 

For the right wing extremist scene, forums represent an interactive element for networking activities and bundling information. They are both an appealing place for youth for thematic discussions and offer a low-threshold opportunity for contact. In the scope of the monitoring, jugendschutz.net observed the most important forums in the right wing extremist fellowship, music, and mail order scene as well as the most important international neo-Nazi forums with German participation. In 2006, the participation of logged-in users increased significantly. During this period the number of contributions more than doubled in particular in the central music and mail order forums. The team also recorded 42 new forums that were tied into individual right wing extremist offerings.
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The authors agitated against foreigners, Jews, Sinti and Roma, or homosexuals and spread historical revisionist theories about National Socialism. Also, central actions in the scene were advertised. Jugendschutz.net found content that is criminal or dangerous in 15 forums; in 10 cases the team succeeded in having it removed. Content that is absolutely forbidden was primarily found in the international forums. The infractions related to the spread of symbols of unconstitutional organisations, hate speech, and calls for violence against minorities. Courses of action are still limited at this time, but, in 2007, strategies should be developed and tried out in order to also pull these offerings from the Web platforms. 

Baiting Youth with Right Wing Extremist Music  

Music plays a large role in the right wing extremist scene. The spectrum of music offerings is correspondingly broadly diversified. In addition to music communities, magazines, fan-sites (55 offerings) and mail order companies (126 offerings), the project team documented more websites from scene bands (93 offerings). They use their sites in order to bait youth with listening samples and free downloads. Lyrics that are racist, anti-Semitic, and that glorify violence are no rarity.

In 2006, jugendschutz.net found prohibited content at 14 offerings from German bands. In most cases, the websites were at foreign providers. In total, the team found starting points in seven cases and ensured via contact with the providers that the offerings were removed from the Internet.

Effectively Combating Prohibited Content 

In the reporting year, the team documented 365 infringements (320 new cases, 45 old ones) of youth protection or criminal regulations. These related mainly to the spread of symbols of unconstitutional organisations (65%), the spread of statements of hate speech (23%), as well as denying the Holocaust (5%). 7% of the offerings were simply considered dangerous to youth because of historically revisionist, racist, or anti-democratic statements. Just under 60% of the prohibited content was found at German offerings.

Renewed Increase in the Success Rate

17 prohibited offerings were offline shortly after being registered so that jugendschutz.net did not have to take any measures. In 328 of the remaining 348 cases, the team used starting points for a procedure and achieved removal of the prohibited contents of 275 offerings from the Internet. An increase in the success rate could thereby be achieved also for 2006. Jugendschutz.net deployed successful counter-activities in 79% of all prohibited cases (previous year: 72%).

	
	Prohibited German Cases
	Prohibited Foreign Cases 

	Total

	
	Old Cases Previous Year
	New Cases 2006
	Old Cases Previous Year
	New Cases 2006
	

	Offline or relevant parts removed after activities
	24
	160
	8
	83
	275

	Online unchanged after activities
	10
	10
	3
	30
	53

	Total Activities
	204
	124
	328


Efficient Cooperation with Providers 

If prohibited contents are uploaded via a provider with free memory and no directly responsible content provider can be determined, the team contacts the relevant provider, domestic or foreign. In 2006, jugendschutz.net achieved the removal of the respective content in 92% of all prohibited cases in this way. Jugendschutz.net has also been successful abroad in getting providers to remove hate speech from their servers by referring to their general terms and conditions.

Strengthening International Cooperation over the Long Term 

Teamwork with important German and international actors is indispensable if right wing extremist propaganda in the Internet is to be successfully contained. For this reason, jugendschutz.net cooperates not only with media supervisory, law enforcement, initiatives, and service providers, but also with partners abroad and maintains intense interchange. The International Network Against Cyber Hate (INACH) takes on a special role in relation to this. The association was consolidated and expanded with nine new members in 2006. In order to support partner organisations in their practical work, the team conducted workshops. For example, in the year of the report, jugendschutz.net trained colleagues at the Slovakian INACH partner People Against Racism (PAR).

In 2006, INACH published its first annual report. The report appeared with a circulation of 2,000 copies and includes information about the members' work as well as the current estimates regarding cyber hate in the individual countries. The report was presented to a broader audience at the INACH yearly conference in Warsaw parallel to the OSZE's Human Dimension Implementation Meeting (HDIM) and distributed to all respresentatives of OSZE countries. The conference itself served the discussion about the international networking of the neo-Nazi scene and possible counter-strategies with experts from Russia, Latvia, Poland, the USA, Germany, and the Netherlands.

In 2007 the yearly conference is to be arranged by jugendschutz.net upon the occasion of the 5th anniversary of the existence of the network. It will take place from 8-9 November 2007 in the New Synagogue in Berlin and attend to the international exchange of pedagogical approaches for combating hate speech and promoting tolerance and democracy. 

Promoting Confrontation with Right Wing Extremism 

A significant starting point in the fight against right wing extremism in the Internet is sensitising youth and adults to the problem of right wing extremist Web propaganda and showing them possibilities for confrontation. The execution of media-pedagogical workshops and the formulations and testing of practice modules have been a main focus of the work since 2001.

In 2006, the team lead a total of 28 media-pedagogical events with youth and pedagogues as well as with police and law enforcement. Unfortunately, the team could not cope with all of the inquiries because the need for information and training regarding right wing extremism is as before very large. Therefore, jugendschutz.net is increasingly concentrating on showing means by which the topic can be integrated into the educational canon of pedagogues.

In the time of the report, jugendschutz.net organised the last cycle of a series of seminars for pedagogues along with the Federal Office for Protection of the Constitution (Verfassungsschutz) North-Rhine Westphalia. In the scope of the four-day training, the cooperative partners delivered relevant knowledge about content and methods to prospective pedagogues. Of the approximately 60 training participants, more than half later executed projects at schools. The results of the seminar series have been summarised in a book publication in the meantime that appeared under the title "Erlebniswelt Rechtsextremismus" (“Experience World of Right Wing Extremism”) at the Wochenschau publishing house.

Securing Working Against Hate in the Internet for the Long Term 

Neo-Nazi, racist, and anti-Semitic content in the internet is no temporary phenomenon. Right wing extremists will also attempt to abuse the Internet to spread their inhuman ideas and call for violence against minorities in the future. The project work from jugendschutz.net shows that the counter-activities promise success on several fronts and contribute to the containment of hate in the Internet. In past years the team achieved the closure of more than 1,000 right wing extremist offerings domestically and abroad, conducted more than 200 events, and published assistance for practice both inside and outside of schools.

With the end of the action programme "Youth for Tolerance and Democracy - Against Right Wing Extremism, Xenophobia, and Anti-Semitism", the support for jugendschutz.net's work by the Federal Ministry of Family Affairs, Senior Citizens, Women and Youth (BMFSFJ) in the framework of the action programme “Entimon – Together Against Violence and Right wing Extremism” also ends. In order to provisionally secure the effective double strategy of effective counter-measures and the support of media competence, the project work from 2007 on will be initially financed by the Federal Centre for Political Education (BpB) for two years.

Protection of youth in the Internet: 
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